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CLAIMS; 

1 . (Cunently ameaded) A method of encryption and decryption of data, in which 
the data is made up of a series of data items, the method including the following steps: 

selecting a chaotic equation from a set of ohootio oquationo ; 
defining starting conditions of the variables of the chaotic equation in the form of 
an input key; and 

applying the chaotic equation to each data ite m, wherein the metfiod includes an 
iterate steo of updating the chaotic equation and the input kev for each iteration value 
and in the decryption of data, if a data item is skinned and not received, the method 
includes applying the iterate step of the chaotic equation for the skipped data item and 

discarding the result . 

2. (Canceled) 

3. (Currently amended) A method of encryption and decryption as claimed in claim 
[[2]] 1, wherein an updated chaotic equation is iq>plied to each subsequent data item. 

4. (Currently amended) A method of encryption and decryption as claimed in claim 
1, wherein the step of applying the chaotic equation to the data item includes applying a 
modular arithmetic operation to combine the real and imaginary parts of the result of the 
chaotic equation and the data item. 

5. (Currently amended) A method of encryption and decryption as claimed in claim 
4, wherein the encrypted data item is defined as v s (y xor |2n+i|)mod Vrnw. where Zn+i is 
the value of the chaotic equation and Vmax is the maximum value of v. 

6. (Currently amended) A method of encryption and decryption as claimed in claim 
1, wherein the data is a continuous stream of data items. 
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7. (Currently amended) A method of encryption and decryption as claimed in claim 
6, wherein the stream of data items has a rate dependency. 

8. (Currently amended) A method of encryption and decryption as claimed in claim 
1» wherein the data item is a byte, a word or a dword. 

9. (Currently amended) A method of encryption and decryption as claimed in claun 
1, wherein the chaotic equation is one of a group that can comprise: Fractal equations, 
Julia sets» Lorenz attractor» Rosslor attractor, Hnon attractor, Gumowsld/Mira attractor 
and TinkerbeU attractor. 

10. (Curroitly amended) A method of encryption and decrvptiop as claimed in claim 
1, wherein the defined yariables of the equation are the key to the encryption and are 
required at the encrypting source and the decrypting receiyer. 

11. (Canceled) 

12. (Currently amended) A method of encryption and decryption as claimed in claim 
1, wherein the data items are grouped in blocks with each block having an identifier 
providing information of the position of the block in the data. 

13. (Cuixently amended) A method of encryption and decryption as claimed in claim 
12, wherein the identifier is not encrypted. 

14. (Currently amended) A method of encryption and decryption as claimed in claim 
12, wherein a mask is gen^ed for each block by implying the chaotic equation to each 
data item in the block. 

15. (Currently amended) An aqjparatus for encryption and decryption of data, in 
M^iich the data is made up of a series of data items, the 2q>paratus including: 

means for Del e cting defininE a chaotic equation &om a set of ohootio oquntioH B; 
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means for defining starting conditions of the variables of tiiie chaotic equation in 

the form of an input key; [[and]] 

means for applying the chaotic equation to each data itmiiand 

an iterate roeanR nf updating the chaotic equation and the input kev for each 

iteration value and> in the decryption of data, if a data item is skipped an d not received, 

the iterate means calls flie chaotic equation for the dripped data item and discards the 

result , 

16. (Canceled) 

17. (Currently amended) An apparatus as claimed in claim [[16]] 15, wherein the 
means for applying the chaotic equation to the data item applies an updated chaotic 
equation to each subsequent data item. 

18. (Original) An ^aratus as claimed in claim 15, wherein the means for applying 
the chaotic equation to the data item includes applying a modular arithmetic operation to 
combine the real and imaginary parts of the result of the chaotic equation and the data 
item. 

19. (Original) An apparatus as claimed in claim 18, wherein the encrypted data item 
is defined as v = (v xor |zn4^i|)mod Vmaf where z^h is the value of the chaotic equation and 
v„ax is the maximum value of v. 

20. (Original) An apparatus as claimed in claim IS, wherein the data is a continuous 
stream of data itrais. 

21 . (Original) An apparatus as claimed in claim 20» wherein the stream of data items 
has a rate dependency. 

22. (OriginaO An apparatus as claimed in claim 1S» wh^em flie epparatus includes a 
plurality of defined chaotic equations. 
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23. (Original) An apparatus as claimed in claim IS, wherein the data item is a byte, a 
woidoradword. 

24. (Original) An apparatus as claimed in claim IS, wherein ttie chaotic equation is 
one of a group that can comprise: Fractal equations, Julia sets» Lorenz attractor, Rossler 
attractor, Henon attractor, GumowskiyMira attractor and Tinkeibell attractor. 

25. (Original) An s^aratus as claimed in claim 1S» wherein the defined variables of 
the equation are the key to die encryption and are required at the encrypting source and 
flie decrypting receiver 

26. (Canceled) 

27. (Original) An apparatus as claimed in claim IS, wherein the data items are 
grouped in blocks with each block having an identifier providing information of the 
position of the block in the data, 

28. (Original) An apparatus as claimed in claim 27, wherein the idmtifier is not 
encrypted. 

29. (Original) An apparatus as claimed in claim 27, wherein a mask is provided for 
each block by applying the chaotic equation to each data item in the block. 

30. (Currently amended) A computer program product stored on a computer readable 
storage medium, comprising computer readable program code means for performing 
encryption and decryption of data made up of a series of data items, including for 
performing the following steps: 

selecting a chaotic equation from q set of ohaotio equation s; 
defining starting conditions of the variables of the chaotic equation as an input 
key; and 
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applying fhe chaotic equation to each data ite m, wherein the computer readable 
pro grain code means fiirther performs an iterate step of updating the chaotic eouarioD and 
the input kev for each iteration value and, in the decryption of data, if a data item is 
skipped and not received, the computer readable program code meaT i« includ es applying 
the iterate step of the chaotic equation for ttie skipped data item and discardiP R the resnlt, 

3 1 . (Original) A method of detecting unauthorised use of a device comprising: 
providing an initial input key for a device; 

the device communicating with a server using encrypted data, wherein the input 
key for the encryption is updated for every data item encrypted; 

at the end of a communication, storing the last used input key in a persistmt store 
in the device and the server; at the next communication using an iteration of the stored 
input key. 

32. (Original) A method as claimed in claim 3 1, wherein the device is a mobile 
telephone, a smart card or a magnetic stripe card. 

33. (Original) A method as claimed in claim 31, wherein the encryption method uses 
a chaotic equation and the initial input key is the starting conditions of the variables of 
the chaotic equation. 

34. (Original) A method as claimed in claim 31, wherein the data items are bytes of 
data. 

35. (Original) An ^paratus comprising a device and a serx'er with which the device 
commimicates at each use of the device, the device having an initial input key 
correspondiug to an initial input key in the server; means for communication between the 
device and the server ming encrypted data, wherein the input key for the encryption is 
updated for every data item encrypted; storage means in the device and the server for 
storing the last used input key in a communication; the device using an iteration of the 
stored iiq)ut key for the next communication. 
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36. (Original) An apparatus as claimed in claim 35, wherein the device is a mobile 
telephone, a smart card or a magnetic stripe card. 

37. (Original) An apparatus as claimed in claim 35, wherein the means for 
communication uses encryption based on a chaotic equation and the initial ii^ut key is 
the starting conditions of the variables of the chaotic equation. 

38. (Original) .An apparatus as claimed in claim 35, wherein Ihe data items are bytes 
of data. 
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